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CERTinCATE OF FACSIMILE TRANSMISSION 



for 



Attorney Docket Number: FSP0053 
Client Reference Nunnber AWS 742.US 
TiHe: DETECTING A LOSS OF KEY STREAM SYNCHRONIZATION IN A COMMUNICATION SYSTEM 

Application Nunnber 09/783.843 
FQing Date: Thursday, Febmary 1 5, 2001 
First Named Inventor: Reeds til, James A. 
Group Art Unit: 2132 
Examiner Name: DInh. Minh 



I hereby certify that the following is being transmitted via facsimile to telephone number 571-273- 
8300 on Monday, August 01 , 2005. 



Printed name: Charles A. Mirho 



Contents of This Correspondence 



5 pages of amendment and reply to office action 
1 page of Certtficate of facsimile 
1 page of Request for continued examination 
1 page of Fee transmittal to PTO 

Authorization to debit deposit account for $790 dollars. 



Signature: 
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FEE TRAWSMITTAL 
for 

Attorney Docket Number: FSP0053 
Client Reference Number AWS 742.US 
Title: DETECTING A LOSS OF KEY STREAM SYNCHRONIZATION IN A COMMUNICATION 

SYSTEM 
Appllcatjon Number: 09/783.843 
Filing Date: Thursday. February 1 5, 2001 
First Named Inventor: Reeds III. James A. 
Group Art Unit: 21 32 
Examiner Name: Dinh, Minh 



TOTAL FEE: $790 dollars 



This fee includes: 

USPTO statutory fee for filing a request for continued examination: $790 



Payment is made by Authorization to debit deposit account for $790 dollars. PLEASE NOTE 
FSP0053 AS THE ATTORNEY DOCKET NUMBER ASSOCIATED WITH THIS TRANSACTION. 

Charge unpaid fees and credit overpayments to deposit account 501691 . PLEASE NOTE 
FSP00S3 AS THE ATTORNEY DOCKET NUMBER ASSOCIATED WITH THIS TRANSACTION 
ON THE DEPOSIT ACCOUNT STATEMENT. 

Submitted by: 

Signature /Charles A. Mirho/ Date: Monday. August 01 , 2005 

Charles A. Mirho 
Reg. 41 ,199 
Attorney for Applicant 

Address all correspond er>ce to: 
FSP LLC 

Attn: Charles A Mirho 
1 1 2 W. 37th St. 
Vancouver, WA 98660 
USA 

Phone:360-737-1748 
Fax: 360-294-6426 
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RECEIVED 

e©ITRAL F5W( CEMTER 

AU6 0 \ 2005 



FAX COVER SHEET 



TO 



Ike 



COMPANY 


FAX NLTMBER 


17038729306 


FROM 


Charles mirho 


DATE 


2005-08-01 18:43:00 GMT 




FSP0053 Application Number: 09/783,843 


RE 


Ame ndme nt/RCE 


COVER MESSAGE 



Attorney Docket Number: FSP0053 
Client Reference Niarnber: AWS 742. US 

Title: DETECTING A LOSS OF KEY STREAM SYNCHRONIZATION IN A 
COMMUNICATION SYSTEM 

implication Number: 09/783,843 

Filing Date: Thursday, February 15, 2001 

First Named Inventor: Reeds III^ James A. 

Group Art Unit: 2132 

Examiner Name: Dinh, Minh 

RECEIVED 

OIPE/IAP 

AUG 0 5 '-^UOS 



GET FREE ONLINE FAX DELIVERY FROM eFAX 

WWW.EFAX.COM 
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EXAMINER 



Charles A Mirfao 
1 12 W 37th St 
Vancouver, WA 98660 



1 



{ ARTLiNrr j PAPER WUMBER | 

DATE MAfLEOt 05rtl2.'2005 



Picase find beJow and/or attached an Office coTpmunication conceroing this application or proceeding. 



PTO-90C (Rfiv. \WQi} 
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DETAILED ACTION 
Response to Amendment 

1 . This action is in response to the amendment filed 01/14/2005, Claims 1 
been canceled; daims 29-36 have been added. 

Response to Arguments 

2, Applicant's arguments filed 01/14/2005 have been fully considered but they are 
not persuasive. Applicant argues that Lod<hart does not teach the conrparison of 
checksums for the purpose of detecting toss of stream cipher synchronization (page 4, 
2^^ paragraph). Lockhart teaches comparing reference values that are checksums of 
transnrutted data packets to detect loss of cipher synchronization (ftg. 2; col. 4, lines 54* 
66; col. 2, lines 25-31 ). Regarding applicant's arguments that Lockhart would not 
anticipated the present claims and that Lockhart's teaching wastes bandwidth and 
requires additional infomretton to be transmitted with the encrypted payload (page 5, 2"* 
par), applicant's arguments fail to comply vnth 37 CFR 1 .1 1 1 (b) because they amount 
to a general allegation that the daims define a patentable invention without spedficaily 
pointing out how the language of the claims patentaUy distinguishes them from the 
references. Applicant argues that none of the references teaches detecting the loss of 
dpher synchronization at a layer other than the layer that provides cryptography. It is 
established in the previous Office action that checksums are used to detect loss of 
dph^ synchronization and (hat checksum calculation and comparisons is performed at 
the network layer which is different from sub-network layer that provides cryptography. 



Page 2 



-28 have 
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aaim R^fectkms - 3S use § 103 

3, The foBpwing is a quotaewi of 35 U.S.C- :i03(a) v^ich terms the Ijasls for att 
pt>yiouisness rejections set fc»th in tNs Office action: 

(a) A patem may rvt be obtaned though the inventton is not ictontteaffy dSsdosed or de5cr9}ed as set 
forth in section 102 of thte titte, tf the deferences r)etween the sudDject mater souflht to t)e patsnted areJ 
the prlar art are such that the subject matter as a whole wouU have k>eenot>vk>usatthe time the 
[n^ntbn was made to a person having oidlnary skin in the art to which sakS subject matter pertains. 
Patentability shall not be negatived by the maraier In whteh tt» inventfon was made. 

4. Claims 29t36 are rejected t^da- 35 U;S.C, 1 CO(a) as b^ng unpatentable over 
Lockhart et al, (5.841 i873) in vtew of Ahmed et al. (6,747,961) and Menezes et aL 
("Handbook of Ap^^ied Crypt0graf*iy^), 

Regarding dalm 29. method conrprising: decrypting an 

endypted data pac*;€ft to produce a decrvpCKi data pa^t (fig. 2, step 215); calculating 
a cafcuJated checksum for m decrVpted data packet (fig. 2, step 221; cd. 4, lines 54- 
66; cd. 5, fines 46-65): oSfT^arlng a extracted frorn decryfrted data 

packet with the calculated checksum (fig. 2, step 221 ); and detecting a toss of dpher 
siynchronizatlon if the calculated checksum does not match the checksum extracted 
frorrt Bie d6aypted date packet (fig. 2; step 3(K); coi 2, lines 25-31). 

Lockhart does not discipse a security sub-networic layer performing deoyption. 
Ahmed disdowfs a security sub-r^!^ybrk layer^ a network layer and above 

the MAC layer-, the seKajrity subnietwo ^cryptlon/decryption function 

to a netyrark layer (ed. 3, lines 63r59; ;fis, 3Bh It would have been c4)viws to one erf 
ordinary i^ll iri the art at the time th0 invention was jrriade to incorporate the s^rity 
sub-network layer of Ahrned into thie rtiethbd of Lckikhart. the sub-network liayer 
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providing encryption/decryption function to a network layer. Such a sutwietwork 
protocol layer jM-ovides the communication systems with various mobility management 
functions (col, 3, lines 59-63). 

Lockhart does not disdose that the encryption algorithm is a stream cipher. 
Menezes discloses using stream ciphers (p. 161 , see 6.1 Introduction). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the mediod of Lockhart to use a stream cipher, as taught by Menezes^ because 
stream ciphers are advantageous in situations where transmission en-ors are highly 
probable. 

Regarding daims 30-34, Lockhart does not disclose calculating the calculated 
checksum at a network layer. However, Examiner takes Offtdai Notrce that using 
Transrrassion Control Protocol (TCP), which is part of a network layer (spedfication 
page 6, lines 22-24), to determine the integrity of a trar^smitted payload is well known in 
the art. In particular, the transmitting TCP calculates a checksum based on the payload 
(tela to be transmitted and indudes the checksum In the TCP header for transmission; 
the receiving TCP then performs the same calculation on the payload data received and 
corrpares the result with the received checksum; a discrepancy Indicates some error. It 
would have been obvious at the time of the invention was made to one of ordinary skill 
in the art to calculate the calculated checksum at a network layer since Examiner takes 
Offldal Notice that using TCP to detennine the integrity of a transmitted payload data is 
well known in the art. Sinc^ Lockhart teaches comparing the checksums to detect the 
loss of dpher synchronization, it would be obvious to use the networic layer, which 
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compares the checksums to detect errors^ to detect the loss of cipher sync^rcHiization. 
Accordin^y, the checksums are for a netvrartc layer data paytoad and tt)at the extracted 
checksum ts extracted from the network layer header. 

Regarding daim 35, Lockhart fi^lher discloses resetting a lower layer If the 
calculated checksum does not match the checksum extracted from the deoypted data 
packet (fig. 3, step 31 7), resetting a lower layer meets the Ifntitafion of re- 
synchronization. 

Regarding daim 36, ^ease refer to the disoj^icm of using TCP to detemrrine the 
integrity of a transnritted payioad data above, 

Conckisfon 

5. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of tinrie 
policy as s^ forth In 37 CFR 1 .136(a). 

A shortened statutory period for ref^y to this f^al action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the nailing date of this final action and the ad^^sory actk>n is not 
mailed until after the wd of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the cteite the advisory action is maiiedi and any 
exlen^on fee pursuant to 37 CFR 1.136(a) wUJ be calculated from the mailing date of 
the advisory action. In no event, however, will ttie statutory period for reply expire later 
than SIX MONTHS frcwm the mailing date of this final actton. 
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Any inQuay concOTing this comiminication or earlier comrminications from the 
examiner should be directed to Minh Knh whose t^ephone nun*er Is 571-272-3802. 
The ©camlner can normally be reached on Mon-Fri: 10:00anrv6:30pm. 

If attempts to reach the exarrtner by t^ephone are tmsuccessful, the examiner's 
supervisor, GNberto Banron can be reached <m 571-272-3799, The fex phone nurrfeer 
for the org^tzation v^ere this aii^llcatlon or proceeding is assigned is 703^72*9306. 

Inforrration regarding the status of an application nnay be obtained from the 
Patent Application tnformatlon Retrieval (PAIR) system. Status information for 
publislied ^^lications may be obtained from either Private PAIR or Public PAIR* 
Status infomrstion for unpubfl^ed applications is a\^IIabte thrcHjgh Private PAIR only. 
For fTX>re informaticxi about fte PAIR system, see http://pair-dire<A,uspto.gov. Should 
you have quesiic»>s on access to the Private PAIR system, contact the Electronic 



Business Center (EBC) at 868-217-9197 (tdl-free). 



HP 



Minh Dtnh 
Examiner 
Art Unit 2132 



MD 

4/27/05 




aUERTO BARRW 

surewBORV PWBfr examij«r 

TEOWOLOGY CEhfTER 21(M) 
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